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IMPLEMENTATION OF CERTAIN INTERNA- 
TIONAL NUCLEAR AND MARITIME TER- 
RORISM AGREEMENTS 


WEDNESDAY, OCTOBER 5, 2011 

House of Representatives, 

Subcommittee on Crime, Terrorism, 

AND Homeland Security, 
Committee on the Judiciary, 

Washington, DC. 

The Subcommittee met, pursuant to notice, at 10 a.m., in room 
2141, Rayburn House Office Building, the Honorable F. James Sen- 
senbrenner, Jr. (Chairman of the Subcommittee) presiding. 

Present: Representatives Sensenbrenner, Goodlatte, Gowdy, 
Adams, Scott, Johnson, and Jackson Lee. 

Staff Present: (Majority) Caroline Lynch, Subcommittee Chief 
Counsel; Arthur Radford Baker, Counsel; Lindsay Hamilton, Sub- 
committee Clerk; (Minority) Bobby Vassar, Subcommitte Counsel; 
Aaron Hiller, Counsel; and Veronica Eligan, Professional Staff 
Member. 

Mr. Sensenbrenner. The Subcommittee will be in order. 

Without objection, the Chair will be authorized to declare re- 
cesses during votes today, which I do not expect, and the Chair 
yields himself 5 minutes for the purpose of an opening statement. 

Today’s hearing examines the important international agree- 
ments that improve our efforts to protect the United States from 
terrorist attacks and specifically against attacks utilizing weapons 
of mass destruction or the destruction of ships and maritime plat- 
forms. Full implementation of the treaties discussed today will not 
be achieved unless Congress amends existing criminal provisions of 
the U.S. Code. 

This hearing will focus on four agreements, two of which concern 
nuclear and radiological materials, the sabotage of nuclear facilities 
and the protection of nuclear fatalities and the materials used for 
peaceful purposes. The other two treaties relate to the use of tar- 
geting of a ship or maritime platform as a part of a terrorist attack, 
the transporting of certain materials by ship for terrorist purposes, 
and the transport of terrorists by ship, among the other things. 

Now, it may seem odd that we need new legislation regarding 
terrorist acts against ships or the smuggling of nuclear materials; 
and a logical question would be, don’t we already have laws that 
prohibit this kind of activity? Existing law may cover certain as- 
pects of these treaties, but, in order to comply fully and ultimately 

( 1 ) 
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ratify the treaties, parties to the agreement are required to crim- 
inalize certain offenses as well as comply with extradition require- 
ments and other obligations relating to international cooperation. 

The treaties themselves were modified to cover gaps in their 
original drafting. For example, one of the treaties we will hear 
about today concerns the physical protection of nuclear materials 
which originally only covered protection during international trans- 
port. An amendment to that treaty now also requires protecting do- 
mestic nuclear facilities and materials. 

There are many reasons why it is important that we ratify these 
agreements. Doing so keeps the United States at the forefront of 
global counterterrorism and counterproliferation efforts. Also, these 
measures are consistent with our domestic efforts to protect our 
homeland, and ratifying these treaties will encourage other nations 
to follow suit, which further helps protect the United States. 

I look forward to hearing more about these proposals advanced 
by the Department of Justice for implementing the treaty require- 
ments and how these matters are important to our national secu- 
rity, and I want to thanks the witnesses for participating in today’s 
hearing. 

It is now my pleasure to recognize for his opening statement the 
gentleman from Virginia and Ranking Member of the Sub- 
committee, Mr. Scott. 

Mr. Scott. Thank you, Mr. Chairman. 

Good morning. I thank the Chairman for scheduling this hearing. 

When the Department of Justice proposes legislation to change 
our criminal laws, this Subcommittee benefits from the opportunity 
to hear testimony about why the Department believes that it is 
necessary and what its impact will be. Today we will discuss pro- 
posals to enact criminal offenses related to treaties signed by the 
United States related to international efforts to fight and prevent 
terrorism, certainly a laudable cause. 

At the outset, it is important to distinguish between the four 
treaties at the heart of our discussion and the legislation that has 
been proposed by the Administration to implement the treaties. 

The treaties themselves are the cornerstone of an important ef- 
fort to update international law for the post- 9/11 era. Two of the 
treaties, the International Convention for the Suppression of Acts 
of Nuclear Terrorism and the Convention for the Physical Protec- 
tion of Nuclear Material, require party nations to better protect nu- 
clear materials and to punish acts of nuclear terrorism. The two 
other treaties, the Convention for the Suppression of Unlawful Acts 
Against the Safety of Maritime Navigation and the Protocol for 
Suppression of Unlawful Acts Against the Safety of Fixed Plat- 
forms, address the use of ships and fixed platforms in terrorist at- 
tacks, as well as the transport of weapons, weapons delivery sys- 
tems, and terrorist fugitives by sea. 

The United States signed these treaties in 2005. The Senate 
passed a resolution of advise and consent for all four in 2008. In 
an era where increasingly we rely on our allies to combat ter- 
rorism, these new treaty obligation also are plain commonsense, 
and I hope we find a swift path to total ratification. 

I am still not convinced, however, that the implementing legisla- 
tion before us today is the best path forward. The fact is that exist- 
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ing statutes already cover most of our obligations under these new 
agreements. One proposal suggests creating a new Federal crime 
prohibiting the possession or use of a nuclear explosive device in 
an act of terrorism, but this conduct is already illegal, and 18 
U.S.C. 832(c) prohibits the possession or use of a radiological weap- 
on. 18 U.S.C. 2332(h) prohibits an unlawful possession and use of 
a weapon or device designed to release radiation. Section 831 and 
Section 2283 prohibit the unlawful transport of these materials. 
Why is it then that we need to invent a new crime? 

If our new treaty obligations create a gap in existing statutes, 
then the Committee should address those gaps. But we need to be 
convinced that there are in fact gaps; and if there are gaps in exist- 
ing statutes, we should close them in a manner that simplifies the 
criminal code, rather than complicates it. 

The legislative proposals raise similar questions where the Ad- 
ministration has clearly asked for more than is necessary to imple- 
ment these treaties. Why should we add to the list of wiretap 
predicates? Why should we give the Attorney General the authority 
to board ships when the U.S. Navy and Coast Guard already have 
broad authority to conduct such boardings? Why should Congress 
preauthorize the President to conduct additional international 
agreements? The legislation would expand the scope of conduct 
subject to the death penalty, but how many times do we need to 
be able to execute an individual for a crime of terrorism? 

When we have answered these questions to our satisfaction, I 
suspect that we will have arrived at a simpler legislative proposal 
that fully honors our new commitments. I look forward to hearing 
from our distinguished witnesses and discussing with them these 
issues. 

I yield back. Thank you, Mr. Chairman. 

Mr. Sensenbrenner. Thank you very much, Mr. Scott. 

It is now my pleasure to introduce today’s witnesses. 

Thomas Countryman is currently serving as the Assistant Sec- 
retary for International Security and Nonproliferation in the De- 
partment of State. He has been with the State Department for al- 
most 30 years. Mr. Countryman has served with distinction in a 
variety of assignments, including as the Principal Deputy Assistant 
Secretary for Political Military Affairs, Deputy Assistant Secretary 
for European Affairs, Deputy Chief of Mission at the U.S. Embassy 
in Athens, and Administrator Counselor for Political Affairs at the 
American in Rome. He has also worked as a Director of the Office 
of South Central European Affairs, Director for Near East and 
South Asian Affairs at the National Security Council, and as a 
counselor and political officer in Belgrade, Yugoslavia, and in the 
Department’s Office of Eastern European and Yugoslav Affairs and 
Office of Counterterrorism. He graduated from Washington Univer- 
sity in St. Louis with a degree in economics and political science 
and studied at the Kennedy School of Government at Harvard. 

Brad Wiegmann has served as Deputy Assistant Attorney Gen- 
eral for National Security with the Justice Department since 
March, 2009. He has been a career government attorney for the 
past 15 years, having previously served in legal position at the De- 
partments of Defense and State and with the National Security 
Council. 
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Before joining the government, Mr. Wiegmann worked at Shay & 
Gardner in Washington where he focused on civil litigation and 
served as clerk for Judge Patrick Higginbotham on the United 
States Court of Appeals for the 5th Circuit. He is a graduate of 
Duke University and Harvard Law School. 

Both witnesses’ statements will be entered into the record in 
their entirety. I ask that each witness summarize his testimony in 
5 minutes or less. 

I now recognize Mr. Countryman. Please go ahead. 

TESTIMONY OF THOMAS M. COUNTRYMAN, ASSISTANT SEC- 
RETARY OF STATE FOR INTERNATIONAL SECURITY AND 

NONPROLIFERATION, U.S. DEPARTMENT OF STATE 

Mr. Countryman. Good morning and thank you, Mr. Chairman, 
Ranking Member Scott 

Mr. Sensenbrenner. Could you pull the mike a little bit closer 
to you. 

Mr. Countryman. Good morning and thank you, Mr. Chairman, 
Ranking Member Scott, for the honor of being able to discuss with 
you today implementing legislation for these four multilateral 
counterterrorism treaties. 

The International Convention for the Suppression of Acts of Nu- 
clear Terrorism addresses a critical category of terrorist activity, 
the nexus between terrorism and nuclear weapons and other radio- 
active materials and devices such as dirty bombs. The amendment 
to the Convention on Physical Protection of Nuclear Material ad- 
dresses the physical protection of nuclear material used for peace- 
ful purposes and domestic use, storage, and transport, in addition 
to that in international nuclear transport, and the physical protec- 
tion of nuclear facilities used for peaceful purposes. And the Pro- 
tocol to the Convention for the Suppression of Unlawful Acts 
Against the Safety of Maritime Navigation and the Protocol to the 
Convention for the Suppression of Unlawful Acts Against the Safe- 
ty of Fixed Platforms Located on the Continental Shelf, the 2005 
SUA protocols, address the potential use of maritime vessels and 
platforms as a means of conducting or enabling terrorist activity 
and the unlawful transport of WMD and related items via commer- 
cial ships. 

These four treaties are key tools in the international fight 
against terrorism and the proliferation of WMD. The criminal of- 
fenses covered under these treaties are serious offenses involving 
nuclear terrorism, WMD proliferation, maritime terrorism, and un- 
lawful maritime transport of WMD and their delivery systems. 
Each treaty fills a gap in the existing international regime. 

In 2008, the Senate provided advice and consent to ratify all four 
of these treaties. The ratification is critical for several reasons. 

First, joining these treaties will enhance U.S. national security. 
Terrorism and weapons proliferation do not recognize international 
boundaries. To combat these threats effectively, we need not only 
a complete domestic legal framework but also a broad international 
legal framework to facilitate international cooperation. These trea- 
ties help achieve that goal. 

Second, the treaties bolster other U.S. Government counterter- 
rorism and nonproliferation policy priorities such as the Global Ini- 
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tiative to Combat Nuclear Terrorism, the Proliferation Security Ini- 
tiative, and the Nuclear Security Summit. They also further the ob- 
jectives and support implementation of international obligations 
like United Nations Security Council Resolution 1540. The SUA 
protocols in particular help to promote implementation of U.N. 
sanctions on Iran and North Korea. 

Third, U.S. ratification of these treaties will encourage wide- 
spread ratification and implementation by other countries. For 
many years, the United States, both the Congress and the execu- 
tive branch, have been and will remain the international leader in 
counterterrorism and nonproliferation efforts; and passage of this 
legislation will reinforce our leadership. 

Mr. Chairman, earlier this year, my colleagues from Justice sub- 
mitted to Congress the draft implementing legislation that will en- 
able us to ratify these key treaties. I will let my colleague speak 
about the specific provisions within the draft legislation, but just 
two more brief points regarding the relationship between the pro- 
posed legislation and these treaties. 

First, the proposed implementing legislation will ensure that the 
U.S. complies with our obligations which we have assumed under 
each treaty to criminalize certain terrorism-related conduct, and it 
will establish criminal jurisdiction over that conduct. This will fill 
gaps in current U.S. law and facilitate international cooperation in 
the framework of these treaties. 

Second, and finally, the proposed legislation is modeled after leg- 
islation approved by Congress to implement earlier counterterror- 
ism treaties. Most recently, in 2002, Congress passed legislation to 
implement treaties related to terrorist bombing and terrorist fi- 
nance. The proposed legislation tracks that which has been success- 
fully used in the past. 

Thank you. I look forward to your questions. 

[The prepared statement of Mr. Countryman follows:] 
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Introduction 


Cliaimian Sensenbremier, Ranking Member Scott, distinguished Members of 
tliis committee, thank you for the opportunity to appear before you today to discuss 
implementing legislation that would allow the United States to ratify four 
important multilateral counterterrorism treaties: 

• The International Convention for the Suppression of Acts of Nuclear 
Terrorism (“ICSANT” or “the Nuclear Terrorism Convention”) addresses a 
critical category of terrorist activity, the nexus between terrorism and 
nuclear weapons and other radioactive materials and devices, such as "dirty 
bombs;" 

• The Amendment to the Convention on Physical Protection of Nuclear 
Material (“CPPNM Atnendment”) addresses the physical protection of 
nuclear material used for peaceful purposes in domestic use, storage and 
transport — in addition to that in international nuclear transport — and the 
physical protection of nuclear facilities used for peaceful purposes; 

• And Protocols to the Convention for the Suppression of Unlawflil Acts 
Against the Safety of Maritime Navigation and the Convention for the 
Suppression of Unlawful Acts Against the Safety of Fixed Platforms 
Located on the Continental Shelf (“2005 SUA Protocols”), address the 
potential use of maritime vessels and platforms as a means of conducting or 
enabling terrorist activity and the unlawful transport of WMD and related 
items via commercial ships. 

These four treaties are key tools in the international fight against terrorism 
and the proliferation of Weapons of Mass Destruction (WMD) and each of these 
treaties fill gaps in the existing international regime. 

In 2008, all four of these treaties received advice and consent from the 
Senate. The Department of State strongly supports passage of implementing 
legislation that will now allow the United States to ratify these treaties. While my 
colleague from the Department of Justice can discuss the provisions of the 
proposed implementing legislation, I would highlight a few points with respect to 
the relationship between the proposed legislation and these four treaties: 


First, the proposed implementing legislation will ensure that the United 
States complies with our international obligations under each treaty to criminalize 
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certain conduct and establish criminal jurisdiction over that conduct. The criminal 
offenses covered under these treaties are serious offenses involving nuclear 
terrorism, WMD proliferation, maritime terrorism, and unlawful maritime transport 
of WMD and tlieir delivery systems. There is international consensus that 
countries should cooperate in the prevention, investigation, and prosecution of 
these offenses. The proposed implementing legislation will both fill gaps within 
U.S. law and facilitate international cooperation with foreign partners under the 
framework of these treaties. 

Second, the proposed implementing legislation is modeled after legislation 
passed by Congress to implement earlier counterterrorism treaties. Most recently, 
in 2002 Congress passed legislation to implement two treaties which focused on 
terrorist bombings and terrorist hnance. The fonii of the proposed legislation 
tracks that which has been successfully used in the past. Indeed, the proposed 
legislation for the 2005 SUA Protocols itself amends legislation originally passed 
by Congress to implement the SUA Convention and Fixed Platfomis Protocol. 

Just as the 2005 SUA Protocols amend those earlier treaties, so would the proposed 
legislation amend U.S. law implementing those treaties. 

The ratification of these treaties is critical for several reasons: 

First, joining these treaties will enhance U.S. national security. Terrorism 
and WMD proliferation do not recognize international boundaries. To combat 
these threats effectively we need a broad international legal framework, and each 
of these treaties fill a gap in an existing international regime that is time tested and 
in which the U.S. already participates. The treaties modernize and strengthen the 
international legal framework in a manner that is critical to our efforts to prevent 
terrorists from acquiring or using WMD. 

Second, the treaties bolster related U.S. government policy priorities, such as 
the Global Initiative to Combat Nuclear Terrorism, the Proliferation Security 
Initiative (PSl), and the Nuclear Security Summit. The treaties also further the 
objectives and support implementation of the international obligations concerning 
nonproliferation set out in United Nations Security Council Resolution 1540. 

Third, U.S. ratification of these treaties will encourage widespread 
ratification and implementation by other countries and will reinforce the leading 
role the United States has played in promoting these treaties, the counter- 
terrorism treaty regime, and nonproliferation in general. The CPPNM 
Amendment, a U.S. -led initiative, is not yet in force. The SUA Protocols, both 
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of which are also U.S.-led initiatives, have recently entered into force, but have 
not achieved the number of ratifications that we would like to see. While 77 
states are party to the 1C SANT, it still lags far beliind other similar 
counterterrorism conventions, most of which have over 150 states parties. U.S. 
ratification will likely generate powerful momentum towards other states’ 
ratification. The U.S. has ratified the 12 counterterrorism conventions that 
preceded these four treaties, and U.S. leadership in promoting those treaties has 
been instrumental in getting other countries to also ratify those treaties. 

Expeditiously enacting implementing legislation would allow us to ratify 
these key treaties. Ratification, in turn, will enhance our national security and 
reinforce U.S. leadership in nonproliferation and comiterterrorism. 

I now would like to turn to a more detailed discussion of each treaty. 
CPPNM Amendment 


The 1987 Convention on the Physical Protection of Nuclear Material 
(“CPPNM”) established international obligations for physical protection of 
nuclear material used for peaceful purposes in international transport. It required 
criminalization of certain offenses involving nuclear material and included the 
"extradite or prosecute" regime and mutual legal assistance provisions common to 
the other counterterrorism conventions. 

Begimiing in the late 1990s, the United States led the initiative to expand 
CPPNM to cover physical protection of nuclear material in domestic use, storage, 
and transport, and the physical protection of nuclear facilities. The terrorist attacks 
on September 1 1, 2001, greater terrorist interest in acquiring nuclear material for 
nuclear weapons and "dirty bombs," and increased concerns about illicit 
trafficking in nuclear materials added urgency to the etforts to expand the 
CPPNM. The Amendment to the CPPNM, adopted on July 8, 2005, at a 
diplomatic conference held under the auspices of the International Atomic Energy 
Agency (IAEA) in Viemia, Austria, is the result of those efforts. 

The CPPNM, as amended, imposes international requirements for tire 
physical protection of nuclear material used for peaceful purposes in domestic use, 
storage, and transport, as well as in international nuclear transport, and of nuclear 
facilities used for peaceful purposes. This significantly expands the scope of the 
original CPPNM. In effect, the Amendment globalizes U.S. nuclear physical 
protection practices. Specifically, it establishes, inter alia'. 
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• new international nomis for the physical protection of nuclear material and 
facilities used for peaceful purposes, including protection from sabotage; 

• strengthened international obligations for cooperation among State Parties to 
the Amendment on matters of physical protection and for protection of the 
confidentiality of physical protection infonnation; and 

• new offenses that the Convention requires Parties to criminalize in their 
domestic law. 

The basic physical protection requirements set out in the Amendment place 
international obligations on each State Party to establish, implement, and maintain 
an appropriate physical protection regime applicable to nuclear material and 
nuclear facilities used for peaceful purposes under its jurisdiction, with the aim of 

• protecting against theft and other unlawful taking of nuclear material in use, 
storage, and transport; 

• ensuring the implementation of rapid and comprehensive measures to locate 
and, where appropriate, recover missing or stolen nuclear material; 

• protecting nuclear material and nuclear facilities against sabotage; and 

• mitigating or minimizing the radiological consequences of sabotage. 

The Convention also sets a series of “Fundamental Principles” covering 
a number of aspects of physical protection. For example, the principles 
address the overall responsibility of the State for establishing, implementing, 
and maintaining a regime to govern physical protection. The Convention 
requires Parties, insofar as reasonable and practicable, to apply these 
principles in their physical protection regimes. 

Under the Amendmenf s expanded cooperation and assistance provisions. 
Parties are required, in accordance with their national law, to provide cooperation 
and assistance to the maximum extent feasible on matters within the scope of the 
amended CPPNM. For example. Parties with knowledge of a credible threat of 
sabotage of nuclear material or a nuclear facility in another State must decide on 
appropriate steps to be taken to inform that State as soon as possible and, where 
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appropriate, the IAEA and other relevant international organizations. Further, in 
the case of sabotage of nuclear material or a nuclear facility in its territory, the 
Convention requires Parties to take appropriate steps to inform, as soon as 
possible, other States likely to be radiologically affected, and to infonn, where 
appropriate, the IAEA and other relevant international organizations. 

Finally, the Amendment builds upon the penal regime provided for in the 
CPPNM by requiring Parties to criminalize domestically two new principal 
offenses —nuclear smuggling and sabotage of a nuclear facility. The amended 
Convention also includes a range of accessory offenses foimd in modem 
counterterrorism treaties. Like the CPPNM, the Convention as amended requires 
Parties to extradite or submit for prosecution persons accused of covered offenses. 

The Amendment will enter into force only after two-thirds (97) of the current 
145 Parties to the CPPNM join the Amendment. Forty-nine countries have ratified 
to date. We believe that ratification by the United States will create significant 
momentum towards entry into force. 

The ICSANT 


The United States signed the ICSANT on September 14, 2005, the first day 
the treaty was open for signature. The ICSANT closely follows the model of 
other counterterrorism conventions to which the United States is a party, such as 
the Terrorist Bombings and Terrorist Financing Conventions. It provides a 
specific legal basis for international cooperation in the investigation, prosecution, 
and extradition of those who commit terrorist acts involving radioactive material 
or a nuclear or radioactive device, or nuclear facilities. 

Like previous treaties, the ICSANT establishes offenses, requires domestic 
criminalization of those offenses, and obligates Parties to establish jurisdiction 
over the offenses under certain circumstances. More specifically, the treaty 
requires Parties to criminalize the unlawful and intentional: 

• possession of radioactive material (including nuclear materials) or the 
making or possession of a device, wliich includes nuclear explosive devices 
and “dirty bombs,” with the intent to cause (T) death or serious bodily injury, 
or (2) substantial damage to property or to the environment; and 

• use of radioactive material or a device, or use of or damage to a nuclear 



12 


facility in a manner which releases or risks the release of radioactive 
material, with the intent (1) to cause death or serious bodily injury, (2) to 
cause substantial damage to property or to the environment, or (3) to compel 
a natural or legal person, an international organization, or a country to do or 
refrain from doing an act. 

In addition to the principal offenses, the ICSANT includes ancillary 
offense provisions that require Parties to criminalize tlireats and attempts to 
commit an act of nuclear terrorism and participation as an accomplice, 
organizing and directing, and certain contribirtions to acts of nuclear terrorism. 

Similar to other multilateral counterterrorism treaties to which the United 
States is a party, the ICSANT obligates Parties to extradite or submit for 
prosecution persons accused of committing the relevant offenses and to provide 
one another assistance in connection with investigations or criminal or extradition 
proceedings in relation to such offenses. We have successfully relied on 
equivalent provisions, especially in the Terrorist Bombings and Terrorist 
Financing Conventions, to support U.S. extradition and provisional arrest requests 
and as a basis to request mutual legal assistance from other Parties. 

The ICSANT also requires Parties to make every effort to ensure 
appropriate physical protection for nuclear and radiological material and 
obligates States to take all practicable measures to prevent and counter 
preparations in their territories for the connnission of the covered offenses. 

The Convention entered into force on July 7, 2007, and there are currently 
77 State Parties, including Russia, India, Japan, the United Kingdom, Spain, and 
Saudi Arabia. 

The 2005 SUA Protocols 


In the wake of the September 1 1 * terrorist attacks, the United States was 
concerned that the scope of the 1988 Convention for the Suppression of Unlawful 
Acts against the Safety of Maritime Navigation (“1988 SUA Convention”) and the 
accompanying 1988 Protocol for the Suppression of Unlawful Acts against the 
Safety of Fixed Platforms (“1 988 Protocol”) was not adequate to address maritime- 
related terrorism. Specifically, while the 1988 Convention and Protocol covered 
vessels and fixed platforms at sea as potential ohjecls of terrorist activity, it did not 
address the use of vessels and fixed platforms as means of conducting or enabling 
terrorist activity. 
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As a result, the United States initiated a process at the International Maritime 
Organization (IMO) to negotiate multilateral instruments that provide a more 
effective international framework to combat maritime terrorism, conduct maritime 
interdictions of weapons of imss destruction, and prosecute unlawful transport of 
WMD and their delivery systems. Our efforts culminated in the adoption by a 
diplomatic conference of the IMO, on October 14, 2005, of the 2005 SUA Protocol 
and the 2005 Fixed Platforms Protocol (collectively "the 2005 Protocols"). 

The new Protocols, among other tilings, set forth new principal offenses, add 
ancillary offenses, and establish a ship boarding regime that will expedite 
consensual boardings at sea. In terms of establislung offenses, the Protocols are 
the first multilateral treaty framework for the investigation, detention, prosecution, 
and extradition of persons who (1 ) commit terrorist attacks using a ship or fixed 
platfomis; (2) transport WMD, their delivery systems, or related materials to be 
used for WMD, including dual use items by sea; or (3) transport terrorist fugitives 
by sea. The Protocols also create a robust framework for criminal liability for 
ancillary offenses, including accomplice liability, organizing or directing a covered 
offense, and certain contributions to such offenses. The Protocols require Parties 
to criminalize domestically these offenses, and obligations in the new Protocols are 
covered by the obligation under the 1988 SUA Convention to extradite or submit 
for prosecution persons accused of committing such new offenses. The Protocols 
also require Parties to provide mutual legal assistance for the new offense 
provisions. It is important to note that the WMD-related offense provisions do not 
affect the rights and obligations under the Nuclear Non-Proliferation Treaty, the 
Biological and Toxins Weapons Convention, and the Chemical Weapons 
Convention of Parties to those treaties. 

The framework for consensual sliip boarding of vessels on the high seas 
suspected of involvement in the covered offenses is a major development. This 
ship boarding regime will serve to strengthen the international legal basis for 
inspecting vessels at sea and will promote implementation of UN sanctions on 
Iran and North Korea. 

The 2005 SUA Protocols entered into force last year. Twenty states have 
ratified the 2005 SUA Protocol and 16 states have ratified the 2005 Fixed 
Platforms Protocol. We believe that ratification by the United States will increase 
momentum for further ratifications of these Protocols and reinforce our leading 
role in initiating and promoting these Protocols. 
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Conclusion 


In sum, Mr. Chairman, these treaties are important for our security, for 
nonproliferation and the fight against WMD terrorism, and for continued U.S. 
leadership in these areas. We urge you and your colleagues to introduce 
implementing legislation for these treaties as soon as possible and stand ready to 
work with you to do so. 


Mr. Sensenbrenner. Thank you very much. 

Mr. Wiegmann. 

TESTIMONY OF BRAD WIEGMANN, DEPUTY ASSISTANT 
ATTORNEY GENERAL, U.S. DEPARTMENT OF JUSTICE 

Mr. Wiegmann. Chairman Sensenbrenner, Ranking Member 
Scott, thank you for inviting me to testify today regarding two im- 
portant legislative proposals: first, a proposal to implement two 
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international conventions concerning nuclear terrorism and nuclear 
proliferation; second, a proposal to implement two international 
protocols on maritime terrorism and the maritime transportation of 
weapons of mass destruction. The Department of Justice strongly 
supports enactment of the legislation needed to implement these 
four treaties, which we believe strengthen national security and en- 
hance multilateral efforts to combat terrorism and proliferation. 

In 2008, the Senate gave its advice and consent to ratification of 
all four treaties, but the United States will not be in a position to 
ratify them until the implementing legislation is in place. We sub- 
mitted the necessary implementing legislation in 2008, again in 
2010, and most recently in April of this year. Today, I am going 
to briefly describe what the implementing legislation does, why it 
is necessary, and then I would be happy to take your questions. 

The four treaties, as Assistant Secretary Countryman has ex- 
plained, are the Nuclear Terrorism Convention, an amendment to 
the Convention on the Physical Protection of Nuclear Material, and 
the two SUA protocols adopted in 2005, one on the safety of mari- 
time navigation and the other on the safety of fixed platforms on 
the Continental Shelf. All four treaties establish specific criminal 
offenses related to terrorism and proliferation that state parties are 
obliged to include in their criminal codes. 

Our proposal would accomplish this by creating one new section 
in Title 18 of the U.S. Code and amending three others. The new 
section is 2332(i) governing acts of nuclear terrorism related to pos- 
session or use of a nuclear weapon or device or radioactive mate- 
rial, as well as sabotage of nuclear facilities. 

Section 831 of Title 18 would also be amended to cover nuclear 
smuggling; i.e., intentionally transporting nuclear material into or 
out of a country without lawful authority. 

The maritime terrorism offenses required by the two SUA proto- 
cols are reflected in amendments to 18 U.S.C. 2280 and 2281. As 
amended, those provisions would address terrorism involving ships 
and offshore platforms, transportation of weapons of mass destruc- 
tion and related materials, and transportation of terrorist fugitives. 

Now, while the United States already has an array of criminal 
offenses in these areas, there are some gaps between what the 
treaties require and what U.S. law currently covers. These gaps are 
both substantive and jurisdictional, and they are the reason why 
this implementing legislation is needed. Although my time is lim- 
ited today, I would like to mention briefly a few examples of such 
gaps, as I did in my written testimony. 

First, let’s consider the issue of sabotage of a nuclear facility. Ex- 
isting U.S. law already prohibits a person from destroying or dam- 
aging a nuclear facility, but the current statute, 42 U.S.C. 2284, 
does not cover threats of sabotage as required by the nuclear trea- 
ties and as our proposed legislation would do. 

Second, 18 U.S.C. 2283 already prohibits the transport by vessel 
of biological agents, chemical weapons, and radioactive or nuclear 
material with the requisite intent. However, the SUA protocol and, 
hence, our legislative proposal also covers the maritime transport 
of equipment or technology that contributes to the design, manufac- 
ture, or delivery of a nuclear, biological, or chemical weapon. So 
there is the gap. 
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Third, each of the four treaties require us to be able to prosecute 
an individual who is found in the United States if we do not extra- 
dite him, regardless of the connection of the offense to the United 
States. The relevant provisions of existing U.S. law addressing il- 
licit nuclear activities, such as 18 U.S.C. 2332(h) and 42 U.S.C. 
2284, lack this bound-in jurisdiction, and there would be no basis 
for us to assert jurisdiction over the required offenses in the ab- 
sence of implementing legislation. 

Fourth, there is no real analog in U.S. law that addresses ship- 
board transportation of terrorist fugitives, particularly those who 
may not have committed offenses against U.S. law. 

So these are just a few examples of the types of gaps this legisla- 
tion is designed to fill. 

In addition to addressing these gaps, the implementing legisla- 
tion contains procedural and investigative provisions that, although 
not required by the treaties, will help ensure the United States is 
able to implement effectively U.S. law. Examples include desig- 
nating these offenses as wiretap predicates and designating them 
as predicate crimes under the material support statute, 18 U.S.C. 
2339(a). 

Thank you again for inviting me to this hearing. I am happy to 
answer any questions you may have. 

[The prepared statement of Mr. Wiegmann follows:] 
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Mr. Chairman and Members of the Subcommittee, thank you for inviting me to testify 
today regarding two important legislative proposals: first, a proposal to implement two 
international conventions concerning nuclear terrorism and nuclear proliferation; and second, a 
proposal to implement two international protocols on maritime terrorism and the maritime 
transportation of weapons of mass destruction (“WMD”). Today, 1 will briefly describe how the 
implementing legislation for these agreements will strengthen national security and enhance 
multilateral efforts to combat terrorism and proliferation of WMD. 

The Department of Justice has submitted draft legislation to implement all four 
international agreements: the International Convention for the Suppression of Acts of Nuclear 
Terrorism (“Nuclear Terrorism Convention” or “NTC”), an amendment to the Convention on the 
Physical Protection of Nuclear Material (“CPPNM”), the 2005 Protocol to the 1988 Convention 
for the Suppression of Unlawful Acts Against the Safety of Maritime Navigation (the “SUA 
Protocol”), and the 2005 Protocol to the 1988 Protocol for the Suppression of Unlawful Acts 
Against the Safety of Fixed Platforms Located on the Continental Shelf (the “Fixed Platforms 
Protocol”) (together, the “SUA Protocols”). In 2008, the Senate gave its advice and consent to 
ratification of all four of these treaties, and the United States will be in a position to ratify them 
once the implementing legislation is in place. Enactment of this legislation is important because 
it will strengthen the tools available to U S. law enforcement authorities to help protect the 
country from terrorism and WMD proliferation. Equally important, enactment of this legislation 
and ratification of these treaties by the United States will encourage other nations also to ratify 
and implement these agreements, thereby helping to establish a stronger international network of 
legislation and cooperation in this area. 

- 1 - 
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Criminal Offenses Required bv the Agreements 

All four agreements establish specific criminal offenses that States Parties are obliged to 
include in their criminal codes. The NTC offenses include certain acts relating to the possession 
and use of radioactive material and radiological dispersal devices and damage to nuclear 
facilities, while the CPPNM amendment oft'enses include, in pertinent part, nuclear smuggling 
and sabotage of nuclear facilities. Consequently, among other agreement mandates, our 
legislative proposal would create two new criminal offenses regarding the possession and use of 
radioactive material, along with criminalizing attempts, threats, and conspiracies to commit these 
offenses, and it would also implement the CPPNM amendment’s provision on nuclear facility 
sabotage. Specifically, our legislative proposal would make it a criminal offense to knowingly 
possess radioactive material or make or possess a nuclear explosive, radiation exposure device or 
radiological dispersal device, with the intent to cause death or serious bodily injury or substantial 
damage to property or the environment. It would also make it a criminal offense to knowingly 
use radioactive material or a nuclear explosive or radiological dispersal device or radiation 
exposure device, or damage or interfere with a nuclear facility in a manner that risks or causes 
contamination or exposure to radioactive material or radiation, with the intent to cause death or 
serious bodily injury or substantial damage to property or the environment. Our legislative 
proposal would also criminalize the additional acts of nuclear smuggling required to be 
prohibited under the CPPNM amendment. 

The offenses established by the 2005 SUA Protocols include the use or targeting of a ship 
or a fixed marine platform in a terrorist activity; the maritime transportation of explosives, 
radioactive material, or biological, chemical, or nuclear (“BCN”) weapons or certain of their 
components, delivery means, or materials, under specified circumstances; and the maritime 
transport of terrorist fugitives. Consequently, our legislative proposal would make it an offense 
to, unlawfully and with the intent to compel a person, an international organization, or a state to 
do or refrain from doing an act, (i) use against or on, or discharge from, a ship or fixed platform 
any explosive or radioactive material, or BCN weapon, in a manner that causes or is likely to 
cause death, serious injury, or damage; (ii) discharge from a ship oil, liquefied natural gas, or 
another hazardous or noxious substance, in a manner that causes or is likely to cause death, 
serious injury, or damage; or (iii) otherwise use a ship in a manner that causes death, serious 
injury, or damage. Among other offenses mandated by the Protocols, our legislative proposal 
would also make it an offense to transport explosive or radioactive material intended for a 
terrorist act, as well as BCN weapons. 


- 2 - 
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In addition to requiring States Parties to criminalize certain conduct, all four agreements 
also obligate States Parties to establish jurisdiction over the offenses in certain circumstances, as 
described in more detail below. 

Reasons for Establishing the Criminal Offenses 

The implementing legislation is necessary because there are substantive and jurisdictional 
issues in existing U.S. law that must be addressed in order for the United States to be able to 
implement fully the obligations of States Parties established under the four agreements. 
Substantively, while some of the criminal offenses enumerated by the agreements overlap with 
existing U.S. statutes, there are gaps in coverage between what existing U.S. law criminalizes 
and what the agreements require. Further, certain jurisdictional requirements under the 
agreements are not reflected in existing U.S. law. In addition to addressing these substantive and 
jurisdictional issues, the implementing legislation contains procedural and investigative 
provisions that will help ensure that the United States is able to implement effectively U.S. law, 
and, in turn, the provisions of the agreements. 

Substantive Issues the Implementing Legislation Seeks to Resolve 

Because certain offenses covered by the agreements are not criminalized under U.S. law, 
there are currently substantive gaps in existing U.S. law that would preclude us from meeting the 
requirements of each agreement. For instance, as noted above, both the NTC and CPPNM 
amendment require States Parties to establish offenses covering nuclear facility sabotage and 
threats to commit such sabotage. These sabotage offenses largely overlap with 42 U.S.C. § 

2284, which prohibits a person from destroying or damaging a nuclear facility or certain other 
facilities. However, unlike the agreements, section 2284 does not cover threats of sabotage. 
Section 2284(a) is also narrower in that it requires actual damage (or an attempt or conspiracy to 
destroy or damage), while the CPPNM could apply if an activity were merely likely to cause 
damage, death, or serious injury, and the NTC could apply if an activity were likely to increase 
the risk of a release of radioactive substances or radiation. Section 2284(b) addresses tampering 
with machinery, components, or controls at a nuclear facility, while the CPPNM and NTC focus 
on the possible release of radioactive substances or radiation. Thus, there are activities that the 
agreements require States Parties to prohibit that are not criminalized under existing U.S. law. 

To provide another example, the SUA Protocol offense of using a WMD on a ship with a 
terrorist purpose might also violate a Federal murder statute, but the mismatch between the 
offense requirements means that the existing statute may not serve to implement the agreement 
provision in all cases. Some of the SUA Protocol transport offenses also overlap with 18 U.S.C. 
§ 2283, which prohibits the transportation of an explosive, biological agent, chemical weapon, or 
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radioactive or nuclear materials, knowing that any such item is to be used to commit a terrorist 
olifense. However, the SUA Protocol covers conduct not criminalized under section 2283, such 
as the maritime transport of equipment that significantly contributes to the design, manufacture, 
or delivery of a BCN weapon with the intention that it will be used for such purpose. Section 
2283 also has a different mens rea requirement than the SUA Protocol transport offense. For 
example, the SUA Protocol covers the maritime transport of a BCN weapon, regardless of 
whether such transport is done knowing that the weapon will be used to commit a terrorist 
offense, whereas section 2283 applies only when such transport is done knowing that the weapon 
is intended to be used to commit a terrorist offense. Some of the material captured by the SUA 
Protocol transport offenses also would be refected in US. export control laws, if the material is 
listed on export control lists and if the transport is an export from the United States, but these 
laws generally have different mens rea requirements, may not include all the materials covered 
by the SUA Protocols, and have more limited jurisdictional scope. 

Similarly, the smuggling offense in the CPPNM amendment overlaps with the possession 
or transfer offenses described in the original CPPNM and implemented in 1 8 U.S.C. §831, but 
section 83 1 is narrower in some respects than the new amendment. Whereas the current statute 
requires the act of smuggling to cause (or to be likely to cause) death, serious bodily injury, or 
substantial damage — the CPPNM’s prescribed smuggling offense does not require these effects. 

Each of the agreements includes inchoate crimes in the acts to be covered. Specifically, 
States Parties must prohibit attempt, participating as an accomplice, organizing or directing 
others to commit an offense, and contributing to the commission of an offense. See, e.g., NTC 
Article 2.3-4; SUA Convention squaler as amended; SUA Protocol Article her as amended; see 
also CPPNM Article 7. 1 .f-g (prohibiting attempt and “an act which constitutes participation”). 

In our proposed legislation, the attempt requirements are implemented as prohibitions on 
attempt, and the other requirements as conspiracy provisions. This proposal is important because 
there is no general attempt provision in the U S. Code. Moreover, the penalties under the general 
conspiracy statute are more limited than the penalties in the draft legislation. 

We have made one substantive proposal that is not required under the agreements: 
making the offenses established under the new sections predicate crimes under 1 8 U.S.C. § 
2339A, which prohibits providing material support knowing or intending it is to be used in 
preparation for or in carrying out certain enumerated crimes. The predicate crimes already 
enumerated include acts of sabotage under 42 U.S.C. § 2284 and the nuclear material crimes 
under 18 U.S.C. § 83 1. The implementing legislation for the Terrorist Bombings Convention 
and the Terrorist Financing Convention similarly made those new offenses predicate crimes 
under 18 U.S.C. § 2339A. While the addition of these crimes as predicate offenses is not 
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required by the agreements, it would be anomalous if material support to commit these new 
WMD and terrorism offenses were lawful when material support to commit other similar 
offenses is prohibited. 

Jurisdictional Issues Addressed by the Implementing Legislation 

There are also jurisdictional gaps between existing U.S. law and the jurisdictional 
requirements of the agreements. Each of the agreements obligates States Parties to establish 
jurisdiction under certain circumstances, including when the offense is committed in the territory 
of a State, by a national of the State, or under certain other situations (i.e., vessel and aircraft 
jurisdiction). In addition, each of the agreements requires a State Party to be able to prosecute an 
offender found in its territory if it does not extradite the offender. U.S. statutes do not generally 
include “found-in” jurisdiction unless they are written to implement a treaty obligation that 
requires the exercise of such jurisdiction. 

To give an example, 18 U.S.C. § 2332h, which prohibits possession or other acts related 
to a radiological dispersal device and overlaps with the NEC’s provision covering possession of 
a nuclear explosive device or radiological dispersal device, does not include “found-in” 
jurisdiction. It also lacks the vessel and aircraft jurisdiction required by the convention, and the 
domestic jurisdiction is not as complete as that required by the convention. Similarly, 42 U.S.C. 
§ 2284, which prohibits a person from destroying or damaging a nuclear facility or certain other 
facilities and overlaps with the sabotage offenses in the CPPNM amendment, is silent on 
jurisdiction, which could lead to challenges to its use for extraterritorial cases. It also lacks 
“found-in” jurisdiction. The SUA Protocol offers another example; its ban on the discharge of 
oil or other hazardous substances with a terrorist purpose overlaps with 33 U.S.C. § 1321(b)(3), 
which prohibits oil or hazardous substance discharge in the navigable waters of the United 
States. Nonetheless, the existing Title 33 offense is narrower in jurisdiction than the Protocol 
requirement because of its limitation to navigable waters of the United States. 

This is an illustrative, not exhaustive, list of jurisdictional issues in existing law that must 
be addressed before the United States can ratify these agreements. We also believe that some of 
the optional jurisdictional grounds set forth in the agreements are important to include in WMD 
and terrorism crimes. If a U.S. citizen is a victim of one of these WMD crimes abroad, or if the 
United States itself is a victim, whether because its property is attacked or because of terrorist 
attempts to manipulate the U.S. government, we believe we should be able to assert jurisdiction. 
While these grounds are not required for ratification, legislation without these grounds would be 
an imperfect protection of our own citizens, property, and government in the event of acts 
involving WMD abroad. 
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Investigative and Other Issues 

In addition to ensuring that the United States is able to meet its legal obligations under 
these agreements, the proposed implementing legislation is designed to enable the United States 
to implement the agreement provisions more effectively. There are a limited number of 
additional authorities that would be helpful to investigate these crimes effectively and to protect 
Americans and American interests from terrorism and nuclear proliferation. For example, we 
have specified in the draft legislation that the offenses covered by the agreements would be 
predicates for use of Title 111 wiretap authorities. Allowing Federal investigators to investigate 
WMD or terrorist activities through the use of Title III wiretaps affords us a basic tool to address 
this very serious criminal activity that threatens our national security. It is clear that wiretaps 
should be available to investigate WMD terrorism when they are also available to investigate 
crimes like money laundering, fraud, theft, misuse of passports, and sporting event bribery. We 
have also listed the crimes covered by the agreements as Federal crimes of terrorism under 1 8 
U.S.C. § 2332b, which gives the Attorney General primary investigative responsibility over such 
crimes and provides a predicate for the sentencing of terrorism crimes. It would be 
counterintuitive if these new WMD terrorism offenses were not considered Federal crimes of 
terrorism or were not punished at a level commensurate with similar offenses already included In 
the list of Federal crimes of terrorism, including offenses that implement other international 
counterterrorism agreement obligations. 

Importance of Passin2 the Implementing Legislation Now 

It is important to act now on this implementing legislation for several reasons. First, the 
treaties will enhance U.S. national security by modernizing and strengthening the international 
counterterrorism and counterproliferation legal framework. Second, the treaties complement 
important U.S. government priorities, such as the Global Initiative To Combat Nuclear 
Terrorism, the Nuclear Security Summit, and the Proliferation Security Initiative. Third, 
ratification will reinforce the leading role of the United States in promoting these and other 
counterterrorism treaties and can be expected to prompt other States to join. The treaties are 
widely supported in the national security community, including by the Departments of Justice, 
State, and Defense, and they received strong bipartisan support in 2008 when the Senate gave its 
advice and consent to ratification. 


Thank you again for inviting me to this hearing, and 1 am happy to answer any questions 
that you may have. 
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Mr. Sensenbrenner. Thank you very much, Mr. Wiegmann. 

The Chair yields himself 5 minutes to begin the questioning, and 
I don’t think it will take that much. 

Mr. Wiegmann, you heard the litany of complaints that the 
Ranking Member gave during his opening statement. If we accept- 
ed all of these complaints, would we be in violation of the terms 
of the treaty? 

Mr. Wiegmann. Well, we think that the package we put forward 
is necessary to implement the treaty, if that answers your question. 

Mr. Sensenbrenner. No, it doesn’t. 
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Maybe you would like to send a letter to be included in the 
record when you review the complaints that Mr. Scott had in his 
opening statement on which would put us in violation of the treaty 
and which would not. 

Mr. WiEGMANN. Sure. 

Obviously, there are different ways of implementing the statute. 
We think the manner in which we crafted it is the simplest way. 

Just to give you a few reasons for that, the reason why we have 
implemented other previous terrorism-related treaties is putting all 
the legislation in one place as opposed to trying to put it in dif- 
ferent scattered sections of the U.S. Code where it would be hard 
to figure out. 

Mr. Sensenbrenner. Well, I support that, even though I got a 
lot of grief for moving Senator Leahy’s National Security Letters 
into the PATRIOT Act. People blamed me for the NSLs, rather 
than him. 

Mr. WiEGMANN. Right. And while there is some overlap, there is 
also some benefits in terms of extradition so we don’t confront 
cases where other countries can’t tell how we have implemented 
the treaty and we have dual criminality issues. 

So there is a variety of issues why we have crafted it the way 
we have. 

There certainly are gaps. As I mentioned in my opening remarks, 
we can’t rely on existing provisions, which I admit do cover some 
of this conduct, but they don’t cover all of it. So without the imple- 
menting legislation, we won’t be in a position to implement the 
treaties. 

Mr. Sensenbrenner. Thank you very much. 

The gentleman from Virginia, Mr. Scott. 

Mr. Scott. Thank you. 

In follow-up to the question from the Chairman, are there provi- 
sions in the bill that are not necessary for ratification? 

Mr. WiEGMANN. Yes, there are. I am going to give you a couple 
of examples. 

One is a forfeiture provision that allows assets that are used in 
the commission of these offenses to be forfeited to the U.S. Govern- 
ment. That is something that we think is good practice. It is con- 
sistent with other parts of U.S. law where we do that. So we think 
it is appropriate here, but it is really a matter of domestic law and 
not required by the treaty. 

Mr. Scott. Can you give us a list for the record of the provisions 
that are not necessary? 

Mr. WiEGMANN. We could do that. 

Mr. Scott. Mr. Countryman, the vote in the Senate to ratify all 
four of these treaties, was there any opposition? 

Mr. Countryman. I am not sure. Congressman. I will get you an 
answer to that as soon as possible. 

[The information referred to follows:] 
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Representative Scott. Mr. Countryman, the vote in the Senate to ratify all 
four of these treaties — was there any opposition? 

Mr. Countryman. All four of these treaties received Senate advice and 
consent on September 25, 2008, and there was no opposition to any of them. 


Mr. Scott. I don’t suspect there was. I think we all want to rat- 
ify these, so that is not the question before us. The question is 
whether these proposals are necessary. 

The Attorney General’s statutory authority to board ships, the 
Coast Guard and the Navy have that authority and know how to 
do it. Does the Department of Justice have that expertise, Mr. 
Wiegmann? 

Mr. Wiegmann. We have, I believe, conducted such boardings in 
the past, yes. 

Mr. Scott. And is this specific authority necessary? 

Mr. Wiegmann. Again, not strictly necessary. We believe we al- 
ready have the authority without the statute, but we think it is 
prudent to codify that to make it clear. 

Mr. Scott. You have in the bill preauthority to the President to 
enter into international agreements. Mr. Countryman, is there 
precedent for that? 

Mr. Countryman. I am sorry, sir? 

Mr. Scott. The Safety of Maritime Navigation Act would give 
the President authority to conclude additional agreements with 
other countries to further the underlying treaties. Is it unusual for 
the President to have preapproval to enter into agreements? Is 
there precedent? 

Mr. Countryman. My belief is that it is not, but if I could get 
a more complete answer to that question from our legal advisors, 
I will do that. 

Mr. Wiegmann. I can help on that. 

There is a precedent for that in the counternarcotics context, and 
the provision that we have here is based on that context, whereby 
we do have similar agreements that the executive branch has with 
other countries to work on counternarcotics interdiction and so 
forth. So this is modeled on that provision. 

We do already have in the executive branch agreements under 
the Proliferation Security Initiative that we have been doing under 
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our own authority in the executive branch. But, again, we think it 
is prudent for Congress to endorse and kind of codify our authority 
to enter into those agreements. 

Mr. Scott. Thank you. 

One particular provision, the bill would enhance the application 
of the death penalty. Is that needed to ratify these treaties? 

Mr. WiEGMANN. Again, it is not required, but we think that the 
death penalty, for example, is already provided for in the existing 
SUA protocol offenses. So in the amendments to those offenses, 
where the conduct is similar and related, we think would be anom- 
alous not to have the death penalty for the new offenses when we 
have it for the existing SUA offenses. 

Mr. Scott. But you don’t need it 

Mr. WiEGMANN. It is not required by the treaty. That is right. 

Mr. Scott. I think your answers to questions for the record will 
satisfy the other questions I have. Thank you. 

Mr. Sensenbrenner. The gentlewoman from Florida, Mrs. 
Adams. 

Mrs. Adams. Thank you, Mr. Chair. 

Mr. Countryman, I was just looking at this. If I understand it 
correctly, one requirement is to criminalize the possession of radio- 
active material other than nuclear material. Could you explain and 
give an example of radioactive material that would fall under this 
category? Are you talking about a dirty bomb scenario? 

Mr. Countryman. Yes, that is correct. There are a variety of 
uses for nuclear material in medicine, in industry. All of those re- 
quire effective handling and disposal after they are done. These 
new requirements in the treaties impose additional obligations 
upon countries to protect that material so that it can’t fall into the 
hands of a terrorist who could use it to build a radiological disper- 
sion device or dirty bomb. 

Mrs. Adams. Could you elaborate on how the SUA protocols 
would enhance overall the maritime security? 

Mr. Countryman. I think, in brief, the amendments to the SUA 
protocols are intended to expand the protection offered. The first 
protocols essentially provided or created obligations to prevent 
criminal attacks against ships and fixed platforms. The recognition 
of what terrorists are capable of doing caused the international 
community to say we also need measures to prevent ships and 
fixed platforms from becoming the base or the platform for terrorist 
attacks. The specific measures that are included in the new proto- 
cols should enhance the security not only of the ships and plat- 
forms themselves but of anybody going near those ships and plat- 
forms. 

Mrs. Adams. This is my first year in Congress, so how many dif- 
ferent attempts have been made by State and Justice to get sup- 
port in Congress for implementing legislation, not counting this 
year, and what is the time span of these efforts? 

Mr. Countryman. The implementing legislation was first pro- 
posed in 2008 following the Senate’s advice and consent on the 
treaties. It was resubmitted last year, in 2010, by the current Ad- 
ministration. And the most recent proposal you have before you 
closely tracks those previous proposals submitted. We look forward 
to working with Congress in these coming weeks so that this can 
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be the year that this legislation is passed and we are able to com- 
plete ratification of the treaties. 

Mrs. Adams. And if you would, I would like to ask you, aside 
from treaty ratification, what gaps are there in the current U.S. 
law that will be closed by implementing these treaties? 

Mr. WiEGMANN. Yes, I talked about some of those in my opening 
remarks. There are I would characterize it as modest differences 
between what existing U.S. law covers and what the treaties re- 
quire us to cover. These can be jurisdictional in nature. 

For example, I mentioned the found-in jurisdiction. Again, each 
of the treaties sets up essentially an extradite or prosecute regime, 
wherein you either have to prosecute the individual or extradite 
him to a foreign country. Sometimes there will be an individual 
here who has violated maybe foreign law but hasn’t violated U.S. 
law, and his only connection to the U.S. Law would be that he is 
present in the United States. 

We are obliged to either extradite or prosecute under the treaties 
an individual who is here so he doesn’t have refuge in the United 
States, And other counties would have the same obligation to ex- 
tradite or prosecute to us. The existing jurisdictional provisions 
don’t provide for found-in jurisdictions. 

That is an example. There are a bunch of different examples I 
could raise for you today. I mentioned some of them in my opening 
statement. But there are jurisdictional and substantive gaps. 

Mrs. Adams. Can you explain the significance of your proposal 
for granting the Attorney General foreign ship boarding authority 
under the SUA protocols? I mean, are these for consensual 
boardings or 

Mr. WiEGMANN. Not necessarily. This could include, again, law 
enforcement boarding a ship to investigate criminal activity with a 
search warrant, et cetera, to board a vessel in U.S. waters to, let’s 
say, search for a terrorist fugitive, or where we have reason to be- 
lieve there is contraband, prohibited material on board. That is the 
type of thing we would be talking about. 

Mrs. Adams. And you would seek a warrant? 

Mr. WiEGMANN. That is right. 

Mrs. Adams. I yield back. 

Mr. Sensenbrenner. The gentleman from Georgia, Mr. Johnson. 

Mr. Johnson. Thank you, Mr. Chairman. 

Under current law, the relevant statutes contain a bar to pros- 
ecution which prevents Federal prosecutions where the underlying 
conduct is related to a labor dispute and is a felony under State 
law. Your proposals would exempt the new criminal offenses from 
this bar to prosecution. Can both of you explain why? 

Mr. WiEGMANN. Yes, I can take that one. 

We could not envision any scenario under which one of these 
very serious terrorism offenses would be involved as part of a labor 
dispute. My understanding of the existing labor bar is that in the 
event of a strike or other similar activity the Federal Authorities 
would not prosecute the activity. It would be left to the States 
where they could criminalize the activity for violence or whatever 
occurred as part of a strike. 

We think that these terrorism offenses involving vessels and 
platforms and nuclear materials couldn’t be really part of a legiti- 
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mate labor dispute; and, in any event, that there is a strong Fed- 
eral interest in having the Federal Government prosecute serious 
offenses like nuclear terrorism and so forth and not leave it to the 
States. So that is why we thought it appropriate not to have that 
bar applicable in this context. 

Mr. Johnson. Mr. Countryman? 

Mr. Countryman. Nothing further to add, sir. 

Mr. Johnson. Why would we bar the bar for labor disputes or 
anything that could — in other words, you are telling me that you 
can foresee no dispute that would be a labor dispute, you can see 
no labor dispute that would generate a prosecution under the stat- 
ute, and I am wondering what is the harm in letting the bar to 
prosecution in labor disputes remain? 

Mr. WiEGMANN. Again, in our view, in the extraordinarily un- 
likely event that one of these terrorism offenses would be part of 
a labor dispute, we think there is a sound interest in the Federal 
Government being able to investigate and prosecute that activity 
and not leaving it to the States. Because it is a Federal terrorism 
offense which is likely to be not something we would want to leave 
to State authorities. 

Mr. Johnson. All right, thank you. I yield back. 

Mr. Sensenbrenner. The gentleman from South Carolina, Mr. 
Gowdy. 

Mr. Gowdy. Mr. Chairman, I want to thank you for calling this 
very important hearing. 

I want to thank both of our witnesses for sharing their insights 
and expertise. They have done a remarkable job of answering the 
questions that I had, Mr. Chairman; and I would yield back the 
balance of my time to the distinguished gentleman from Wisconsin 
for him to use as he sees fit. 

Mr. Sensenbrenner. Well, the way the gentleman from Wis- 
consin will use it as he sees fit is by saying, without objection, the 
hearing is adjourned. 

Ms. Jackson Lee. Mr. Chairman? 

Mr. Sensenbrenner. Oh, the gentlewoman — I didn’t see or hear 
you. The gentlewoman from Texas, Ms. Jackson Lee. 

Ms. Jackson Lee. Thank you very much, Mr. Chairman. 

To the witnesses, we have several matters that we are engaged 
in, so let me start out with a question. 

Under the DOJ proposals, the Safety of Marine Navigation Act 
would give the Attorney General the general authority to board 
ships while investigating the violations of 18 U.S.C. 2280 and ulti- 
mately authorize the President to conclude additional relevant 
agreements with other nations to further the aims of the treaty. 
While this has precedence, it is unusual to grant the President 
carte blanche authority to enter into agreements without con- 
sulting the Senate. How would this change preserve the constitu- 
tional role of the Senate in giving its advice and consent? 

If both of you would answer those questions, I would appreciate 
it — answer that question. Thank you. 

Mr. Countryman. Thank you very much. Congresswoman. 

There is precedent for authorization for the President, as we 
have just heard explained in counternarcotics legislation, to enter 
into these agreements to further the purposes of the treaty. We 
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have a range of agreements with various countries under the Pro- 
liferation Security Initiative in which the United States and part- 
ners pledge to work together to interdict weapons of mass destruc- 
tion and their precursor materials that are bound either for states 
or for non-state actors, that is, terrorists. These agreements serve 
us well, and we consult and inform the Congress regularly about 
these agreements. 

I think I may want to ask my colleague from the Department of 
Justice to talk about the larger issue that you have raised, how it 
connects to the larger treaties and conventions that the United 
States enters into. 

Mr. WiEGMANN. Yes. There is a complex body of law about what 
things you have to do by treaty and what things you can do by ex- 
ecutive agreement. It was included in the nature of these agree- 
ments, which are essentially law-enforcement-related agreements 
about ship boarding and so forth. That is both based on history and 
precedent and the relevant constitutional analysis that these are 
things that could be done by executive agreement. 

They are provided to the Senate and I think the House after they 
are entered into; and, as Assistant Secretary Countryman said, I 
think we do have more than a dozen at least, maybe several dozen 
of these agreements already. I am not aware of any objection that 
the Senate has asserted to the executive branch’s authority to enter 
into these agreements as executive agreements. Nonetheless, we 
think it is useful for Congress to be on record to kind of codify the 
executive branch’s authority to enter into these agreements. 

Again, it is not strictly necessary, but we think it is useful to 
have this type of provision so that we kind of have a clarity on the 
relevant authority there. 

Ms. Jackson Lee. Do any of these agreements or present imple- 
mentation reflect the different climate that we are now in with re- 
spect to the, some would say, proliferation of weapons of mass de- 
struction of the different independent or smaller countries that now 
pose, to some extent, international threat? Does this have any im- 
pact on the wave of piracy, for example, which one doesn’t nec- 
essarily associate with weapons of mass destruction but certainly 
has troubled the waters in places beyond our immediate bound- 
aries? To both of you. 

Mr. Countryman. On the first point, it certainly is related to the 
overall climate, the overall trends that we see in attempts by both 
states and non-state actors to acquire weapons of mass destruction. 
What the convention seeks to do and what the implementing legis- 
lation seeks to do is to ensure that we are closing every legal gap 
that we believe that terrorists will exploit. 

I expect as both technology and ingenuity advances there will be 
further need in the future for additional changes in these protocols. 
These are not intended to address the phenomenon of piracy that 
is now a problem off the coast of Somalia. There may be a marginal 
effect, but that is not the intention of either the treaties or the leg- 
islation. 

Ms. Jackson Lee. To the DOJ, does this help us move quickly 
under this structure of treaty, that we can implement or move 
more quickly than we might ordinarily need to do? 
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Mr. WiEGMANN. I think it does. I think in cases where we would 
be extraditing someone for one of these offenses, this will make it 
easier. It will make it so we make sure that our foreign partners 
have the same laws on the books that we have on the books, elimi- 
nate disputes as to whether, again, as I mentioned earlier, for dual 
criminality that that offense is extraditable and will enhance and 
speed that procession. 

There are also other provisions of the treaties that I think re- 
quire other sorts of law enforcement cooperation. 

So, yes, we fully support the treaties for those reasons. 

Ms. Jackson Lee. I yield back. 

Mr. Sensenbrenner. The gentlewoman’s time has expired. 

Now, without objection, the Subcommittee stands adjourned. 

[Whereupon, at 10:40 a.m., the Subcommittee was adjourned.] 
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October 3, 2011 

The Honorable James Sensenbrenner 
Chairman 

Subcommittee on Crime, Terrorism, and Homeland Security 
Committee on the Judiciary 
U.S. House of Representatives 
Washington, D.C. 20515 

Dear Mr. Chairman: 

I am \A/riting to urge the House Judiciary Committee to enact implementing legislation for the 2005 
Amendment to the Convention on the Physical Protection of Nuclear Materials (CPPNM). Doing so 
\A/ould expand the original Convention \A/hich only covered protection of nuclear materials in 
international transport to include protections for physical facilities and nuclear materials in storage or in 
use domestically. The implementing legislation would, among others, criminalize specified offenses 
such as the possession of radioactive materials other than nuclear material that are not now prohibited 
by law. 

From 2003 to 2007, I was a Presidential appointee serving as the Deputy Assistant Secretary of State for 
Nuclear Nonproliferation Policy and Negotiations. During that time and since then, the U.S. pushed hard 
for the ratification of the CPPNM, for the Amendment, and for implementing legislation that is now 
before the Judiciary Committee. The CPPNM has enjoyed broad bipartisan support. Both the George 
W. Bush and the Obama administrations have strongly urged other countries to ratify the CPPNM and 
the Amendment to it. The 2010 Nuclear Security Summit in Washington, D.C. gave new impetus to the 
importance and urgency of securing nuclear materials and reducing terrorist threats. All this was done 
because we believed then, as we do now, that enactment of the Amendment is unmistakably in the 
national security interests of the United States. I can assure you that other countries look to the United 
States action or inaction on this Amendment, as it does on so many other nonproliferation and arms 
control measures, as a guide to their own behavior. 

Following the collapse of the Soviet Union two decades ago, the terrorist attacks on the United States on 
9/11 a decade later, the numerous incidents of illicit trafficking in nuclear materials over time, the 
repeated reports of unsecured or poorly secured facilities involving nuclear activities, and revelations 
that terrorist and other rogue groups strain to obtain nuclear materials, components or weapons, the 
nuclear security issue has been catapulted to the top of the U.S. national security agenda. Despite 
commendable international initiatives over the years to prevent, deter and respond to lapses in securing 
nuclear materials and facilities, the problem is likely to grow as nations build new nuclear power 
reactors for energy and expand on the peaceful use of nuclear science in health care, agriculture, 
hydrology, water and food safety, and others peaceful applications. There is, therefore, a sense of 
urgency in bringing the Amendment into force. 

I strongly recommend that the Committee act to approve the implementing legislation so that the 2005 
Amendment to the CPPNM can be enacted as soon as possible. 

Sincerely, 


Andrew K. Semmel 

Former Deputy Assistant Secretary of State 
for Nuclear Nonproliferation Policy and Negotiations 
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October S, 2011 


The Honorable James Sensenbrenner 
Chairman 

Subcommittee on Crime, Terrorism, and Homeland Security 
Committee on the Judiciary 
U.S. House of Representatives 
Washington, D.C. 

20515 

Dear Mr. Chairman- 

We write to urge you to promptly enact the implementing legislation for the 2005 
Amendment to the Convention on the Physical Protection of Nuclear Material (CPPNM) and 
the 2005 International Convention for the Suppression of Acts of Nuclear Terrorism 
(ICSANT). Such legislation is necessary to ratify both treaties, which expand and 
strengthen U.S. efforts to prevent and combat nuclear terrorism. 

Signed in 2005, the Amendment to the CPPNM requires parties to protect nuclear facilities 
and material that is stored and used domestically. The provisions in the original 1980 
convention only required physical protection for nuclear material during international 
transport. The amended convention fills a critical gap in physical protection of nuclear 
material. 

ICSANT establishes an international frameworJt to strengthen cooperation among 
countries in combating nuclear terrorism and preventing the proliferation of weapons of 
mass destruction. The Convention also provides a legal basis for international cooperation 
in the investigation, prosecution, and extradition of alleged offenders. 

The George W. Bush administration submitted the Conventions to the Senate in September 
2007, demonstrating the strong bipartisan support for the treaties. The Senate 
overwhelmingly approved them in September 2008. However, both Conventions require 
the U.S. to criminalize certain offenses in further implementing legislation prior to U.S. 
ratification. 

At the April 2010 Nuclear Security Summit in Washington, D.C., the Obama administration 
pledged to accelerate efforts to complete ratification procedures for the two treaties. The 
administration submitted draft implementing legislation for consideration to the Judiciary 
and Foreign Relations Committees in April 2011. 

Republicans and Democrats agree that the greatest threat to U.S. national security is 
nuclear terrorism. U.S. ratification of the CPPNM amendment and ICSANT will bolster the 
cooperative international effort to prevent nuclear terrorism. 


Many other countries have indicated that they are waiting for the United States to complete 
ratification before moving ahead with their own ratification processes. The CPPNM 
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amendment will only enter into force after it has been ratified by two-thirds of the parties 
to the Convention. As of June 2011, only 48 out of 142 states have approved the 
amendment. U.S. leadership on nuclear security is essential to its entry into force. 

The 2010 Nuclear Security Summit raised international awareness of the need for global 
cooperation to secure vulnerable nuclear materials and decrease terrorist threats. The 
2012 Nuclear Security Summit in Seoul will provide another high-level push to reduce 
nuclear risks. The United States should demonstrate its continued leadership in nuclear 
security by swiftly approving the CPPNM amendment and ICSANT implementing 
legislation, paving the way for ratification of these important conventions in advance of the 
2012 summit. 

Sincerely, 

Jack Boureston, Managing Director, FirstWatch International 
Ambassador (ret) Ken Brill, President of The Fund for Peace 
Matthew Bunn, Associate Professor, Harvard Kennedy School* 

Charles D. Ferguson, President, Federation of American Scientists 
Lt General (USA, Ret.) Robert G, Gard, Jr. 

John Isaacs, Executive Director, Center for Arms Control and Non-Proliferation 

Dr. William W. Keller, Director, Center for International Trade & Security, University of 
Georgia 

Daryl G. Kimball, Executive Director, Arms Control Association 
Kenneth N. Luongo, President, Partnership for Global Security 
Miles Pomper, Senior Research Associate, Monterey Institute* 

Dr. William C. Potter, Sam Nunn and Richard Lugar Professor of Nonproliferation Studies, 
Monterey Institute* 

Susan Shaer, Executive Director, Women's Action for New Directions 

Sharon Squassoni, Director and Senior Fellow, Proliferation Prevention Program, Center for 
Strategic and International Studies 

Paul Walker, Director, Security and Sustainability, Global Green 
Peter Wilk, MD, Executive Director, Physicians for Social Responsibility 
*Organization listed for identification purposes only 
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WrLLIAM H. Tobey 
227 South bald Hill road 
New Canaan, CT 06840 


October 6, 201 1 


The Honorable James Seiiseiibrenner 
Chairman, Committee on Foreign Affairs 
United States House of Representatives 
Washington, DC 


Dear Chairman Sensenbrenner, 

1 am writing to urge passage of implementing legislation for the Convention on the 
Physical Protection of Nuclear Material as soon as possible. The Convention is a 
critical element of inteniational efforts to prevent nuclear terrorism. 

Every major presidential candidate since the September 1 1 , 200 1 attacks has cited 
nuclear terrorism as one of the most serious threats to U.S. national security. T 
recently co-authored a Joint Threat Assessment with colleagues at Harvard's Belfer 
Center for Science and International Affairs and the Russian Academy of Science's 
USA-Canada Institute. The study concluded that the tlireat of nuclear terrorism is 
real and demands urgent attention, and that physical protection of fissile material is 
tire most important task. 

in flilly implementing the Convention the United States will again lead other 
nations to undertake important actions to strengthen inteniational security. 

As a member of the National Security Coimcil Staff in the Reagan, Bush (41), and 
Bush (43) administrations, and a deputy administrator of the National Nuclear 
Security Administration under President George W. Bush, 1 was leased to work on 
policies to prevent nuclear terrorism and proliferation that enjoyed broad bi- 
partisan support. Implementing the Convention on the Physical Protection of 
Nuclear Material deserves such support, and I applaud your effort on tlie matter to 
date. 


Sincerely, 

Isl 


William H. Tobey 
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Ambassador Linton F. Brooks 

IKOEPENDENT CONSULTANT ON NATIONAL SECURITY 

October 4, 201 1 


1'he Honorable James Sciisenbrenncr 
Ch airman 

Subcommittee on Crime, 'rerrorisni, and Homeland Scciirit) 

Commiucc on the Judiciary 
U.S. House of Representatives 
Washington. D.C. 20.5 1 5 

Dear Mr. Chairman 

I am vvriting to urge the .Hou.se .Iridiciary Committee to .support iniplemeruing legislation 
for the 2005 Amendment to the Convention on the Physical Protection of Nuclear 
Materiiils (CPPNM). Doing so vvouid expand the original Convention, which onh 
covered protection of nuclear materials in international lran.sport. to include protections 
for physical facilities and nuclear materials in storage or in use domestically. 

Securing nuclear material and thwarting nucleai’ terrorism have long enjoyed strong 
bipartisan support in Congress. I had the opportunity to ob.scrve this during the four and 
one half years 1 spent as Administrator of the National Nuclear Security .Administration 
during the (leorge W. Bu.sh administration. Although negotiation of the Amendment to 
the C.'onvention on lire Physical I’rotectiotr of Nuclear Materials was the responsibility of 
the Department of State. I supported it then and support il now. 

Approving the implementing legislation is both important and urgent. It is inrportanl 
because ii vvouid strengthen the itilemational regime to counter nuclear icrrori.sm and 
because it would, among others, criminalize specified offenses such as (he possession of 
radioacliv e materials other than nuclear material that are not now prohibited by law. ll is 
urgent to help enable ihe United States to steer the outcome of the March 2012 Seoul 
summit on nuclear security. I understand that many signatories (including some close 
■American allies) arc waiting for the United State.s to act before moving with their own 
approval processes. This should not be a surpri.se. U.S. leadership has historically been 
rcciuired for effective international action on security issues. Approving this legislation 
will dcmon.slratc lhal leadership. 

1 urge the Committee act to approve the implementing legislation so lhal the 2005 
.Amendment to ihe Cl’PNM can be brought into effect as soon as possible. Thank you for 
your consideraiion. 


Linton F. Brooks 
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U.S. Di'partmenl of Justice 

Office of Lcgislatis e Affairs 


Onicc crihc Asriiiilar.l Aitonio Gcjisnii 


IXC JQxW 


November 22. 2011 


fhe Honorable F. James Sensenbrenner, Jr. 

Chairman 

Subcomminee on Crime. Terrorism, 
and Homeland iie,curiiy 
Committee on the .Indiciary 
Li.S. House of Representatives 
Washington. [).('. 20.sl.S 

Dear Mr. Chairman: 

This responds to que.stion.5 posed to Deptity .'\3sistam Attorney General Brad Wiegmann 
at the Subcommittee's hearing on Wednesday, October 5, 2011, entitled " rhe implementation of 
Certain International Nuclear and Maritime Terrorism .Agreements,’' You and Ranking Minority 
.Member Scott asked whicli of the provisions in the proposed impleracnting legislation arc not 
reciuired by these agreements. 


Below we liighlighl tho.se substantive provisions of the implementing legislation that arc 
not .strictly reqrared by tliese agreements. We wish to emphasize, h.o'.vevcr, that the 
.Administration strongly supports enactment of both the provisions required by the ircaties and 
fho:so which, vvliilc not strictly required, are appropriate and important for national security for 
tire reasons discussed herein. 

Tlie provi-sions in the proposed legislation implenieiiling certain provisions of the 
International Convention for the Suppre.ssion of Acts of Nuclear Terrorism ("'N fC”) and certiiin 
provisions of an amendment to the Convention on the Physical Protection of Nuclear .Vlaterial 
(‘■CPPNM") that are not strictly required by the NTC and CPPNM are as follows: 

• Part of subsection 21!.32i(b), iii.sofar as it adopts the optional jurisidictional bases that 
are pemiitled by the N fC. but not required. 1 hose permis.sive bases include 
juri.sdiction over offenses committed (11 against a U..S. national abroad; (2) by a 
stateless person whose habitual residence is in the United States; (3) against l.Inited 
Slates State or Government faeilitie.s abroad; or (4) in an attempt to compel the 
United States to do or tibsiai.ri from doing an act. While these juri,sdictioiial ground.s 
are not required for ratilication, legislation without these grounds vvoiild be an 
imperfect protection of our own citizens, property, and government in the event of 
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acts involving Weapons of Mass Destruction ("WM'D") abroad. \\'e have established 
the same jurisdictional bases in impiememing legislation for other imcmatioiiEil 
counterterrorism agreeiiienis, 

• Amendment of section 251(i( l)(q). which would add section 2332i as apredicate 
oiTense for wiretapping. The Department believes amendment of this provision is 
appropriate because allowing 1-cdcral agents to investigate illicit activities involving 
W'MD or terrorism through the use of Title 111 wiretaps affords us a key investigative 
tool 10 address this very serious criminal activity that threatens our national security. 
Wiretaps should be available to allow law enforcement agents to investigate the 
WMD and terrorism-related offenses established pursuant to this iniplcinenling 
Icgi.slation just as wiretaps are now available to investigate other len-nrism offenses in 
current law and crimes such as money iaiiaderiiig. fraud, theft, misuse of pa.ssports, 
and sporting event bribery, 

• Amendment of subparagraph 2332b(g){.'i)tBj, wiiich would add section 2332i to the 
definition of “Federal crime of leiTorism.“ which in turn gives the Attorney General 
primary investigative rcspon-sibility over such crimes tind provides apredicate for the 
sentencing of torrorisni crimes. The Department believes amendment of this 
provision is appropriate to ensure that these new WMD tciTorism ofien.ses are, in fact, 
considered Federal crimes of terrorism and are punished at a level commensurate with 
similtir offcn.sc.s already included in the list of Federal crimes of terrorism, including 
offenses that implement other international coumenerroi'ism treaty obligaiions. 

• Amcndmcm of section 2339.A. which would make the offenses defined in section 
2332i predicate crimes luider section 2.339A. Section 23.39.A prohibits providing 
material support knowing or intending that it is to be used in preparation for or in 
carryi.ng out certain enumerated crimes, fhe predicate crimes already enumeraled 
include acts of sabotage under d2 Lh.S.C. § 2284 and tlic nuclear material crimes 
under IS U.b.C, §831. The implementing legislation for the Terrorist Bombings 
Convention and the Terrorist Financing Conventittn simil-uly iitade those new 
offenses predicate crimes under 18 U.S.C. § 2.339A. While llie addition of the.se 
crimes as predicate offenses is not required by the agreemems. the Deparmient 
believes that it wmuld be an(>niaiou.s if material support to commit rhe.se new WVID 
and terrorism offenses were lawdiii when material support to commit other similar 
ofl'enses is prohibited. 


• Sub.sectioii 2332i(c), which adopts the penalties in e.xi.sting .subsection 2332afa). 
While the treaties require appropriate penalties, they do not specify the penalties. 
Subsection 2332a(a) provides that if death results from the offense, the offender shall 
be punished by death or imprisoned for any term of years or for life. The Department 
believes tliis provision is appropriate in light of the seriousness of tite offense.s in 
question and because the death penalty is available for other comparable Federal 
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terrori-sm offenses. The Fedora! use of the death penalty is limited to very .serious 
conduct and also is circumscribed by provisions on death .scnteitces set cnii in 
chapter 22S of title 1 S of the United Stales Code. 

• The definition in subsection 23.i.; i{e) is slightly broader for "nuclear materiar' than 
the definition in the CPPNK'I or die NTC because the definition cover.s all plutoiiiusn, 
rather than "plutoninm, e.xcept that with isotopic concentration exceeding 80 percent 
in plutonium-23S.'’ The definition is adopted from c.xi.sting subsection 831(t'l in order 
to provide consistency among the statutes. When amending section 831 in 1996. 
Congress expanded the definition in that statute beyond the CPPNM definition in 
order to address other h.aeardous materials that might be used in radioactive dispersal 
devices or in other terrorist acii\-iiy. 


The provisions in the proposed legislation implementing the 2005 Protocol to the 1988 
Convention for the Suppression ofUnlavvful Acts .Against the Safely of Maritime Navigation and 
the 2005 Protocol to the 1 988 Protocol for the Suppre.ssian of Unlawful .Acts Against the Safety 
of Fixed Platforms t.ocated on the Coniinensat Slielf (together, "SU.A Prorocols”) that are not 
strictly required by the SUA Protocols arc a,s foiiovv.s; 

• .Subsection 2280(b), which provides for civil forfeiture of any real or personal 
property used or intended to be used to cotr.mii or to fiiciliiate the commission of tlie 
offenses in this section. While tlie treaties require appropriate peitalties. they do not 
specify the penalties. Tlie Department believc.s that this provi.5io:i i.s appropriate 
because civil IbrfeiUire i.s available for comparable offense.s. 

• Subsection 228()(e), vvliieh makes clear that the existing 1 cS l.l.S.C. § 2280 bar to 
Federal prosecution for labor dispute conduct that is a Stale iavv felony docs not apply 
to the maritime terrorism offenses under subparagraphs (a)(l)iG) (offenses that have 
as a purpose intimidating a population or compelling a goveiTi.nicni or imcraational 
organization to act), (H) (offen.se.s concerning tlie unlawful transport of biological, 
chcniicai. nuclear ("BCN”). and related materials), or (I) (terrorist fugitive 
transportation). The Department's position i.s that these terrorism and WVIU offenses 
are not part of legitimate labor disputes, both because it is inconceivable drat the 
prohibited acts would arise as a pari ofa legitimate labor dispuie and because the 
intent requirements of these offenses are so exacting. Moreover, there is a strong 
Federal interest in the prosecution of ail such offenses. Therefore, the bar to Federal 
prosecution is inappropriate for the new offenses. 

• Subsection 2280(g), which codifies the e.xisling authority of the FBI to board ships 
tor investigative purpo.scs related to the new offenses. .Aithongh the boarding 
authority provision is not necessary because it codifies exisliiig practice, the 
Department deemed it prudent to codify such authority, consistent with the 
requirement of paragraph 14 of Article Shis of the Convention for the Suppression of 
Unlawful .Acts .Against the Safety of Mariti.me Navigation: "Each State Party shall 
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take appropriate iiicasures to ensure taai its law enrorceinenl or other authorizcu 
oFiieials, and law enloreeineni or other authorized oihcials of other States Harries 
acting, on its behalf, are empowered to act pursuant to this arlicJe/' 


• Subsection 2280(h). which authorizes the President to conclude agreements. 
including reciprocal maritime agrecmenls. with other courUries to facilitate the 
control of the trarisporiaiion of BCN weapons and related materials and leiTorlsts. 

The Depatlmenr believes that this pro\ isiDn i.s appropriate because it is intended to 
codify and reinforce the President's aiilhority to enter into the types of ship-boarding 
agreements contemplated Article ^bis, paragraph 1 3 of the Convention for the 
Suppressioji of Uniawdiil Acts Agaittsi the Safety of Vlaririmc Navigation, as 
amended by the Protocol. That provision allows Slates Panics to conclude 
agreements or tirrangemcius between themselves lo facilitate law enrorcement 
operations carried out pursuant to .\rticle which establishes a voinntary ship- 
boarding regime. Roth ^bis and our proposal for .subsection 228(}(h) are modeled 
after similar provisions in the 1988 Vienna Narcotic Drug Convention and existing 
United States law granting authority fordrug-interdiction-rclatcd agreements, found 
at 22 U.S.C. § 2291 (a)(2). The F.xccutivc Branch has entered into a number of ship- 
boarding agreements designed to addre.s.s the proliferation of WAfD and related 
materials in recent years. 

• Amendment of paragraph 251 blFtiq) to make these crimc.s wireuip pjredicates. The 
De]5artm.ent believes that amendment of this provtision is appropriate for the reasons 
outlined above for the NTC and CFPN.Vl offenses. 


Please note lliat there are also cciiain terms defined in the propo.sed implementiug 
legislation that are not e.vpUciily deiined in these agreements (c.g., lire derinition of "United 
States corporation or legal entity" in 18 U.S.C. § 233,?,i(e)(1.2)). Other Than the provisions listed 
in this letter, all of the provisions in our proposed legislation are required to implement the 
treaties. 

Wc hope this information is helpful. Please do not hesitate lo contact this office if w e 
may provide additional assistance regarding this or any other matter, 

Sincerelyy 

7H UT\ 

Ronald Welch 
.'\sBist£ini Attorney General 


cc: The Honorable Robert C. "Bobby" Scott 

Ranking Minority Member 
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